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FireFTP Installation and Setup

Host (Computer) Name Description
basset.champlain.edu Web and Secure FTP for Web Development classes

Administrative File Services, “Home (h:)” drives and other

cosmos.champlain.edu .
P shared file spaces.

westie, dingo, setter,

elan et. al See your instructor for access to these course-specific servers.

File Transfer Protocol (FTP) is an Internet technology to transfer files from and to a remote server (file
storage). FireFTP is an add-on for the Firefox Browser (Firefox), an alternative to Microsoft Internet
Explorer. As an institution, we support a program called Glub SecureFTP. The FireFTP add-on for Firefox
is known to be compatible with Windows XP, Windows Vista and Mac OSX.

The screen shots from this tutorial come from Windows XP; however, they have been compared to the
OSX process and there does not seem to be any major differences. These instructions have not been
tried on Vista at this time; however, Firefox is known for cross-platform compatibility.

Narrative

To install FireFTP, you must have Firefox installed. You can find at http://www.mozilla.org. Once

installed, Firefox allows additional features to be installed as add-ons. By looking under the Tools menu
and selecting add-ons. You will choose Get Extensions. Once at the Mozilla.org Add-Ons Page you will
search for fireftp and install the add-on. Once the FireFTP add-on is installed and Firefox is restarted,
you will find FireFTP under the tools menu.

Once you've opened a FireFTP tab, you will Manage Accounts to setup connections to remote hosts
using the host name. In order to able to connect to our secure servers, you will need to specify the
connection security type as Auth SSL in the Connection tab in the Account Manager. If you are on a
private computer, you can store your username; however, it is rarely a good idea to save your password.

Once installed and setup, clicking on the Connect after selecting a host will result in a familiar window-

based file manager. Just because connecting is easy, take care not to erase, rename, overwrite or

otherwise lose your work! In addition, access to college resources should followt he col | ege’ s s
and privacy protocols, FERPA protection and any departmental or academic policies such as those

found in the Rudder and in policies published by the Office of Human Resources and Organizational

Development.
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Installation

After starting (installing) Firefox, you’ll check for the presence of FireFTP or begin the installation

proccess, you'll look under the Tools Menu. If you see this...
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arks Help

v Friends|

ensions|

X Ad

B2 |5

f Web Search Cirl+K
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Downloads Ctrl+1
Add-ons
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FireFTP has already been installed and you can skip to the configuration section. If you don’t see FireFTP

installed choose Add-Ons from the Tools menu.
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You'll next see the Add-On Manager and you’ll choose Get Add-ons from the upper right corner of the
dialog box. In the Search All Add-ons box, search for FireFTP

9 add-ons i [m] B

= Kk b A

Get Add-ons = Extensions  Themes  Pluging  Updates

Iﬁreﬂ:p b Browse All Add-ons
i FireFTP button o =
Mothing spedal just a simple Toolbar button for FireFTP.

FireFTP o

FireFTP is a fi Secure ss-platform FTP dient for
Mozilla Firefi i vides v and intuitive access
to FTP se

Learn Mare

Select FireFTP from the results page be clicking on the name and then Add to Firefox. Depending on
your security settings, you may have allow the add-on to install after you click on Install Now again, this
time in the Firefox Software Installation dialog box. You’ll need to “trust” the add-on and install now
and then Restart FireFox.
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Software Installation x|

"x.\‘ Only install add-ons from authors whom you trust.
Y

e Malicious software can damage your computer or violate your privacy,

‘fou have asked to install the following item:

FireFTP [Author not verified)
. https://addons.mozilla. org/downloads file /356 71 ffireftp-1.0. 2-Hc. xpi

Cancel

Firefox will require a restart (not the entire computer, just the Firefox Browser). And you’ll check for the
presence of the add-on under the Tools Menu

Tools  Help

= Web Search Cirl +H

- Downloads Cirl+] -
Add-ons
- =
Java Console
Error Console Ctrl+5hift+1 0|

Page Info
T

Clear Private Data... Cirl+5hift+Del

Options...

DownloadHelper r
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Connection and Configuration

Congratulations, you have FireFTP installed. You’ll now need to setup accounts for the hosts (remote
computers) that you want to access. For each server, you'll create an Account. The information you
need is:

e Anaccount name — you choose this

e Your username and password — this is the same “credentials” you would use to
access my.champlain.edu, your college email and (if appropriate) WebCT.

e The host name of the server to which you want to connect.

e The additional security information required to make a secureFTP connection — see
below.

Selecting FireFTP from the tools menu opens up the FireFTP file browser. Your first setp will be to open
the Account Manager by clicking on Create an Accounts. I've cropped just the slice of the window, you
can look ahead to see the entire FireFTP interface

Create an account... j Connect Edit Abort

This starts the setup proccess for a new account. On the Main tab, you’ll name the account, enter the

appropriate host name and, if you choose, your username. Don’t be confused by this screen shot, your
username may be a single name but is more likely in the form of first.last. Remember, it’s the same as
the username you have for (just about) everything else. Here we are connecting to the Cosmos server,
which is the location of the H: drive. Everyone has an account on cosmos.champlain.edu.
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Account Manager x|

Main | Conned:ionl Advanced I

~ Main Details
Account Mame: I My H: Drive Category: j
Host: I cosmos. champlain. edu
rID
Login: I wolfe
Password; I
[~ Anonymaous

0K I Cancel |

The next part is key. We use a (more) secure type of connection, rather than “plain” FTP. You need to
select the Connection tab and select AuthSSL as your security type.

Account Manager x|

Main Connection | Advanced |

— Connection Type
¥ Passive Mode [~ s
Security: Auth S5L (Better) Fort: I 21
Private Key: I Browse... | Convert... |

r Initial Directories

Local: I Use Current |
Remote: I Use Current |

I~ Keep directories in sync while navigating

OK I Cancel
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Click on OK and you should have created a FireFTP secure connection to the server. You should take a
look at some of the security messages you might see the when you connect to a secure site. Accepting
these security credentials should be done intentionally, the following is vetted for our champlain.edu
servers. If you are using Firefox to connect to any other servers, consider accepting the following (or
similar) challenges carefully.

Our servers are configured to balance our need for academic exploration with the presece of real
security threats. FireFox will take you throught the proccess to add an exception.

Secure Connection Failed! x|
9 WARNING!

cosmos, champlain.edu uses an invalid security certificate,

- The certificate is not trusted because the issuer certificate has expired.
- The certificate does nok come from a krusted source,

This could be a problem with the server's configuration,
ar it could be someone trving ko impersonate the server.

If wou have connected ko this server successfully in the past,
the error may be temporary, and wou can kry again laker,

O you can add an excepkion, .. |

Secure Connection Failed! x|

9 You should not add an exception if wou are using an inkernet conneckion that you do nok trusk
completely or if you are not used to seeing a warning For this server,

| Get me out of here! I Add exception. ..
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You'll Get Certificate to start final steps in the proccess.

Add Security Exception x|

_ You are abouk ko override how Firefox identifies this site,
. A Legitimate banks, stores, and other public sites will not ask you to do this.

— Server

Location: I cosmos. champlain, edu: 21 Get Certificate I

— Certificate Skatus

View ..

¥ Permanently store this exception

Confirm Security Exception Zancel
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In the final step, you’ll Confirm the Security Exception and connect to the site.

Add Security Exception

You are abouk ko override how Firefox identifies this site,

Legitimate banks, stores, and other public sites will not ask you to do this.

x|

— Server

Location: I cosmos, champlain, edu: 21 Gt Certificate I

— Certificate Skatus

Dutdated Information

Certificate is not currently walid, Ik is impossible to verify whether this identity was reported
as skolen ar losk,

Unknown Identity
Certificate is not trusked, because it hasn't been verified by a recognized authoritsy,

¥ Permanently stare this exception

This site attempts ko identify itself with invalid information. View |

Confirm Security Exception Zancel
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%) basset - FireFTP - Mozilla Firefox =12 x|
Fle Edt View History Bookmarks Tools Help
G- - @ L0 % B dvorenffrefipicontent/refipx || B ] [[Cl o0 =0
LI SchoalDude Facebook | My Friends
|| MDirect 4 FireFTP :: Firefox Add-ons (50 [ & basset - FireFTP (5] | -
Manage Accounts | basset | Disconnect  abort Log Tools Help
@ [w [+ ponse & @ [nofe & v  Change
51 [=H: Name: 7| Size | Type | pate = | ==/ | Size | Type | Date (=]
{5 Audio-video [ —1Audio-Videa Apr 158:16 PM EHwolfe Aug 27 10:55
{JBelarc Advisor Backups |~7Belarc Advisor Backups Aug 23 7:22PM +{ ) Instructors :
{781 Farkas [ B3 _Farkas Aug 20 4:22PM [WEB28501
{)Gateway 450 Report - ... | |[Z)Gateway 450 Report - ... May 18 2006
[=)Gateway Audio Driver (... |[[2)Gateway Audio Driver ... Feb 28 11:39 ...
{)Generic Host Process fix | | =)Generic Host Process fix Mar 12:08PM
{=Ghost Boot CD [ )Ghost Boot CD May 16 9:48 AM
{helper [ihelper Apr 3 2006
=My Music [ =My Music Jun 19 5:36 AM
{5My Pictures )My Pictures Jun 19 9:36 AM
[=)PGPDesktap [~JPGPDesktop Sep 5 3:27PM
{printsharingfix Jprintsharingfix Aug 21 2:33PM
{-)5pooky Scripts —15pooky Scripts Dec 12006
[Sywintegrate [jwIntegrate Nov 15 2005
{%-5ecure [=7X-Secure Feb 2 12:41PM
(£)archive.pst 266KE pst Jan 28 2006 &
(=] Classes Fall 2007.x/sx 39KB asx Sep 58:21PM
%) Computer_Distribution... 17KB xisx Sep s 1:10PM
= b ! 3
] Copy of Encryption Co... 25KB s Dec 12006

FROT F B
200 PROT Command OK. Using Private data cennection.
PASV
227 Entering Passive Mode (216,93,159,170,27,3).
LIST
125 Data connection already open; Transfer starting. o
226 Transfer complete. =
| Remote Listing: 2 object(s), 0 Bytes [ [ einary T Z

| pone

Explore the by browsing the Local drive on the left. This is the one that shows the computer you are
using to connect. The right hand window shows the remote host, You can drag and drop from either
window.

This tutorial should get you started. If you have issues, check with your instructor or contact the
helpdesk.
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