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Disclaimer:

This document contains information based on research that has been gathered by employee(s) of The Senator
Patrick Leahy Center for Digital Investigation (LCDI). The data contained in this project is submitted
voluntarily and is unaudited. Every effort has been made by LCDI to assure the accuracy and reliability of the
data contained in this report. However, LCDI nor any of our employees make no representation, warranty or
guarantee in connection with this report and hereby expressly disclaims any liability or responsibility for loss
or damage resulting from use of this data. Information in this report can be downloaded and redistributed by
any person or persons. Any redistribution must maintain the LCDI logo and any references from this report
must be properly annotated.

Contents

Contents
Introduction
Background:
Purpose and Scope:
Research Questions:
Terminology
Methodology and Methods
Encase:
VMware Workstation Pro:
Equipment Used:
Data Collection:
Analysis
Results
Fitbit Community:

Feed Digital Evidence:

O N O O O N o o AN M PP W oW

Fitbit Friends Digital Evidence:

—_
[\

Fitbit Challenges:

—
98]

Challenges Digital Evidence:
Fitbit Badges:

—_
A W

Badges Evidence:

—_
(9]

Fitbit User Profile Information:

—_
o)

User Profile Evidence:

—
O

Fitbit Foods Logged:

=
(Vo]

Foods Logged Evidence:

[\
(e

Fitbit Exercise:

Application Analysis: Fitbit Page: 2 of 29



Exercise Evidence: 21

Fitbit Steps: 21

Steps Evidence: 22

Conclusion 24

Further Work 24

Appendix 25

1: Fitbit Evidence Table 25
Introduction

Web applications are essential for many of the day-to-day operations conducted on a computer.. As these
applications become increasingly integrated with one another, and as we myriad amounts of information online,
it is more important than ever to ensure your apps are secure and, in case of a breach, to know what you stand to
lose. Despite the concept of web applications being that most of its data is downloaded when needed, having all
necessary resources being processed at runtime is a resource intensive process, and much of that can be
mitigated by storing some data on the host computer. As such, these applications can leave varying artifacts on

the host. This project will focus on the artifacts left behind by the Fitbit Application.

Background
In autumn of 2013, a project called “Cloud Forensics” was conducted by the LCDI to investigate web

applications from a storage perspective, in terms of how they relate and interact with cloud services. Web
applications were then explored more in depth in May of 2017, when another team from the LCDI completed a
project analyzing web applications in a similar manner to this project. The previous Application Analysis
project and the current one focus on the client side of web applications, as opposed to the Cloud Forensics
Project. Both projects were conducted in a similar manner, however, they have different focuses. The past
project focused on the applications Slack, Discord, and Dropbox, and analyzed them within the operating
systems Mac OS Sierra, Windows 7, and Windows 10. In contrast, this project will focus on Fitbit, all within a

Windows 10 environment.

Purpose and Scope
The purpose of our research is to identify artifacts left behind by the Fitbit desktop application in a Windows 10

environment. Even if information contained in an application has been deleted, there is always a chance that
something important can be recovered. This research will provide a glimpse into the inner functions of certain

Web Apps, the artifacts that they leave behind, and the forensic implications of these artifacts.

Application Analysis: Fitbit Page: 3 of 29



Research Questions
1. What data is recoverable in each application from Windows 10 operating systems?

2. What are the forensic implications of the revealed artifacts?

Terminology

AA User: The Fitbit test user account that was created for data generation and analysis.

Artifacts: Any data generated by user interaction that can be collected and examined. Any user data retrieved
from the browser is considered an artifact, including cookies, caches, geolocation, search history, etc.

Badges: Users are rewarded with a badge when they meet certain criteria involving steps and floors climbed
(with Fitbit device only) and when they meet their weight goals.

Challenges: Users have the option to challenge friends in competitions to help motivate users to move more.
Community: A new feature in Fitbit that provides users a better social experience.

Digital Evidence: “Information of probative value that is stored or transmitted in a binary form” (NCFS, 2012).
Digital evidence not only includes computers in the traditional sense, but also digital audio, video, and pictures.
Digital Forensics: A division of forensic science which focuses on the identification, examination, collection,
preservation, and analysis of data from any device that can store electronic/digital information, such as
computers and mobile phones. The science is applied in both criminal and civil investigations in a court of law,
and in the private sector when investigating internal issues or intrusions

EnCase: A suite of digital forensics tools created by Guidance Software. The software comes in several forms
designed for forensic, cyber security, and e-discovery use.

Exercise Log: A feature of the app where users can log exercise sessions manually based predetermined
exercises by the app.

Group: A component of the community feature in which users can join groups to connect with others based on
interests and lifestyles.

Feed: A component of the community feature in which users can see posts from group members and friends all
in one convenient place.

Food Log: A feature of the App that allows users to log what they eat in order to compare intake calories vs.
outtake calories

Fitbit: An exercise tracker with social media services through the associated application that interfaces with the

devices through a Bluetooth device on both smartphones and computers.
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Friends: A component of the community feature in which users can add friends, view their profiles and send
direct messages to friends.

Profile: A user’s account information and personalized settings.

Virtual Machine (VMs): A software-based computer that executes and runs programs like a physical machine.
Web Application: an application in which all or some parts of the software are downloaded from the Web each
time it is run. It may refer to browser-based apps that run within the user's Web browser, or to "rich client"

desktop apps that do not use a browser or to mobile apps that access the Web for additional information.

Methodology and Methods

Before we began, our team split up into three groups and each group was assigned at least one of the
applications researched. We began by establishing a virtual machine for each application, all using Windows

10. Each installation was updated then powered off. From there, the application data generation began. We
worked off of a pre-made list of features for each application to ensure that as much data was generated and
stored as possible. The actual data generation process was similar for each case, with each application yielding
different results.

After data generation was completed, we then used the VMDK files for each VM and analyzed them using
EnCase, Autopsy, and FTK Imager. We systematically looked through the evidence, verifying each artifact, and
making sure there were no changes by using MD5 and SHA1 hashes that were calculated before and after
analysis.

The forensic tool we used for this project was EnCase. EnCase is a piece of software that contains multiple tools
that allowed our team to look further into virtual machine files. After creating the cloned virtual machine files,
the team took each file, then processed it inside of EnCase. This tool allowed us to view cache files directly.
Links, pictures, and even user input that was recorded in cache were all found within the caches of the web apps
that we looked at.

VMware Workstation Pro was our tool for data generation in this project. VMware Workstation Pro was used as
a platform for our virtual machine allowing us to access to the VM from one computer. In order to start our data
gen on our applications, we first had to install our Windows 10 systems on VMware Workstation Pro. We then
used the interface to generate data for the project. Afterwards, we cloned the .vidk file and then exported it, so

that we could investigate what artifacts are on the machine.
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Equipment Used

VMware Workstation Pro 12.5.0 Used to interact with the VM

Fitbit (Device) Blaze 17.8.402.1 Worn for data generation

VM Windows 10.0.15063 Windows machines

Fitbit (Windows Application) 2.26.1310 Used for data generation

Google Chrome 61.0.3163.100 Used for data generation

EnCase v8.04 Acquire and process data generated

Data Collection

Using EnCase, we analyzed the VMDK files, searching for any stored information on the machine that would
only be available while logged into an account., We specifically looked for any artifacts that could be relevant
in a forensic investigation, or those that could indicate compromised security within any of the apps. The

artifacts we collected can be found in the appendix.: Fitbit Evidence Table.

Analysis

Based on the research questions, we expected that there would not be major breaches of information given that
Fitbit has a very large user base and has been around for more than six years. Therefore, will most likely have
better security as a precaution. However, there may be information that could prove critical to future forensic
investigations. The Fitbit app has the potential to store crucial personal information, and this analysis may shed

light on possible weaknesses or leakages of information within the applications.

Results

Fitbit Community
Fitbit users saw a notable change to the application in the beginning of 2017, with the new Community feature.
Located at the top of the desktop application (Figure 1), the Community feature entails three components:

Groups, Friends and Feed.

With the Group component users have the option to join community groups that meet their interests, goals or
lifestyle. Users can connect with other members by sharing status updates, pictures and even their stats to the

group’s feed. Members can like and comment to further engage with each other all without being friends. For
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more personal relationships, users can add each other to their friends list. Becoming friends allows users to
challenge, message and see more personal information about each other. The Feed is where users can see

updates from both friends and groups all in one convenient place.

Groups

g Dbt {Typo 1
A, 3
% Shoop Wol

Figure I

Feed Digital Evidence

Having joined two Fitbit community groups (Diabetes (Typel) and Sleep Well) digital evidence was found in
the form of .jpeg’s on the VM using Encase. The evidence as seen from the AA users Newsfeed (Figure 3) of the
AA user’s account. The profile picture (Figure 2) of the Sleep Well group member who posted and the image
they shared (Figure 4) was found archived on the VM. There was were numerous evidence files of this nature

found spread across multiple dates as well as posted by members in different groups
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Figure 2

Item Path:

FitbitAnalysisiuntitled (' LostFiles'\95555c84 8241048
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Figure 3

liem Path:

FitbitAnalysis‘untitled\C'\LostFiles'c73764ceel5b03dde
4531505ad0b27d5612953781
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Also found archived on the VM, was a picture (Figure 6) shared by the AA user with friends through the feed.

Figure 5 shows the post as viewed from AA users newsfeed.

@ AppAnalysis

How | felt trying to have a plece of cake this past weekend for my birthdayll 2 0andStrong

Figure 6

Item Path:

untitled'C\Users\cgrimes\AppData' Local'\Packages
\Fitbit Fitbit 6mqt6hf9gd6tw! TempState'c1bxtxnu,
3kt png

Fitbit Friends Digital Evidence

Digital evidence of the AA User’s friends on Fitbit was found on the VM in a .json format. What information
was found depended on what information the friend provided to Fitbit and the progress in which they made

using the App (lifetime steps and badges earned).

Evidence located on the VM (Figure 7) for the AA user’s friend “Courtney A.” showed age, date of birth, display
name, friend status, height, member since, time zone and about me description. Figure 8 and Figure 9 show the

profile of Courtney A. as views from the AA user’s account.
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Figura 7
Item Path:
untitled\C\Users'\corimes' AppData'Local'\Go
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Key:
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Figure 9 Green = About Me Description
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Evidence located on the VM (Figure 13) for the AA user’s friend “Joe G.” showed average daily steps, name,
friend status, gender, member since, time zone, and badges earned and when they were earned. Figures 10, 11 and

12, and show the profile of Joe G. as viewed from AA user’s account.
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Fitbit Challenges

To help motivate users to move more, the challenge feature allows users the option to challenge friends in one

of four different friendly competitions (Figures 14, 16, 17 and 18). The challenge feature can be located at the

top of the desktop application (see Figure 15)

Adveniure Races
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@ g @
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] r i - 1 i
Figure 13

Friwruds nnd By,

Figure 14

Figure 18

Workweek Hustle: The
user who walks the most
steps between Monday
and Friday wins!

Weekend Warrior: The
user who walks the most
steps between Saturday
and Sunday wins!

Daily Showdown: The
user who walks the most
steps in a day wins!

Goal Day: A challenge
to see who can hit their
personal step goal in a
day.
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